Team CTF

Team Capture-The-Flag-and-also-the-Secret-Tokens

Teams and specific
information

Team: Accessibility
Team: Badge
Team: Bar

Team: Cohesion
Team: Content

Team: Capture-the-Flag-
and-also-the-Secret-
Tokens

Team: Deco

Team: Entertainment




CTF Teaser round

Teaser, promotion, sneak-peak, warming-up

48 Hours

Friday, 21 March, 20:00 - Sunday, 23 March, 20:00

5 Challenges, 2 Beginner challenges
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CTF Teaser round

« 223 teams and individual players
* 81 solved at least 1 challenge and scored points
* 5 solved all the challenges

 Players were active till the very last minutes
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WHY2025 Orga spotted
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Challenge board

- WHY2025CTF

MISC 200

NET 50



Our company was attacked with ransomware. All of our
files were encrypted. Luckily we could get most of those
files back from backups, but an important file is still
encrypted. We found some information in our network
logs. Can you help to get this file back?

(This challenge is created for first-time CTF players!)
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| just started programming and created my first website, an
overview of all the planets in our solar system. Can you
check if | didn't leave any security issues in it?

(This challenge is created for first-time CTF players!)

SUBMIT FLAG

WEB 50: Planets

Saturn is famous for its magnificent ring system, made of ice and rock particles, and its intriguing moons like Titan.

Uranus

Uranus, a pale blue ice giant, rotates on its side, possibly due to a massive past collision.
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I've captured this weird transmission. Can you make any
sense of it?
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Every 4 years a Dutch hacker convention is organized.
WHY2025 will be the 10th edition, an overview of the
previous versions can be found on this page.

WEB 200: Festivals

The Galactic Hacker Party was a hacker con that was held in Paradiso in the Netherlands from August 2,
1989 to August 4, 1989 Visitors were people with an interest in technology (mainly computers) and the -
at that time - relatively unknown internet. Driving force behind the event were people associated with
the hacker magazine Hack-Tic, its editor in chief Rop Gonggrijp, Patrice Riemens, and Caroline Nevejan
on behalf of Paradiso. It was supported by a department of the University of Amsterdam, which supplied
a permanent connection to the internet, a novelty at the time.

HEU 1993 was a hacker conference and open-air festival near Lelystad, Netherlands in August 1993,
organized by the hacker magazine Hack-Tic. It was the second edition of the quadrennial Dutch hacker |
conventions and had an attendance of 500 people. The three days were filled with lectures, discussions

and workshops on hacking, phreaking, people's networks, Unix security risks, virtual reality, semafun,
social engineering, magstrips, lockpicking, virusses, paranoia, legal sanctions against hacking in Holland

and elsewhere and much, much more.
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L, WEB 200: Flyer

X WHY2025 Flyer generator
v

Create your own WHY2025 flyer using this generator. Select desired color, type in the text and press generate to create
your flyer.

= 2

To promote the WHY2025 event we created a generator to
create your own WHY2025 flyer!
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SUBMIT FLAG




Missed it?

We will bring back the challenges for
the CTF @ WHY2025



Secret Tokens




MCH2022

BOBUAAHACK

Funen, Denmark

First time at MCH2022

* Inspired by BornHack

» Pitched by Stitch
 Organized by Team CTF

Source: https://wiki.mch2022.org/User:Stitch, Photo by Dvanzuijlekom



C Secret Tokens?
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« Write your ... LicensePlateNumber
on the other side, and place this
card visibly under your windshield
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Secret Tokens?
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MCH2022 results

* 49 different tokens
« 48 tokens were found, only 1 was not found
* First place found 41 tokens

« 380 players played the game (and found at least one token)
» 2160 tokens submitted in total K= ‘ '

MCH2022 Secret Tokens Highscores Home uguscorss found

RANK TOKENS NAME

18T 41 DEX

2ND 41 SAT

3RD 40 MRK

4TH 40 vos

STH 40 ARG

6TH 40 NYN

TTH 40 BZA

8TH 40 BRT '

9TH 39 PHX
10TH 39 BOT l
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\%ﬁ Secret Tokens @ WHY2025

* The secret tokens will return!
 Organization again by Team CTF

* This time we will try to hide most of the tokens behind a mini puzzle
or game

» Work with the rest of orga to create mini puzzles inspired by each of
the teams

 Players will visit multiple locations on the field and get to know the
teams who make this event possible
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